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Critical infrastructures (CI) in the water, energy, communication, transportation, and other sectors, are
increasingly exposed to multifaceted hazards, ranging from extreme weather events to cyber-physical attacks, as
well as unprecedented environmental, socioeconomic, institutional and technological changes, that challenge the
traditional “fail-safe” design paradigm. This review article traces the evolution of the concept of resilience from
its ecological and material science origins to its modern policy mandate in the planning, design, and operation of
critical infrastructure systems against uncertainty. Various interpretations of resilience are examined and
contextualized along other related, but different policy terms, like risk and sustainability, with which resilience is
often conflated. Inherent traits or designed properties of systems that contribute towards resilience are also
explored. The discussion highlights key challenges in operationalising resilience through quantifiable metrics
while acknowledging the steps already taken to incorporate the concept into standards and policy. It is further
argued that adopting a “stress-testing” approach to resilience quantification is an intuitive and powerful way to
generate evidence-based resilience assessments. The need for cultivating a more “uncertainty-aware” design and
management culture in the CI sectors is also discussed, and the critical role resilience has to play in such a culture
is presented, as a direct, tangible response to the deep uncertainties that are emerging in the global physical,

social and geopolitical landscape within which CIs are tasked to operate.

1. Introduction

“Individuals die, populations disappear, and species become
extinct”, reads the opening line in Holling’s [1] seminal paper on
ecologic resilience. And, like most human activities, works and concepts
that imitate their natural counterparts, engineering works do fail: it is
only a matter of when, and how. Critical infrastructure (CI), which in-
cludes water, energy, communication/ICT, transportation, supply chain
and other systems, is no exception. From extreme natural phenomena
that lead to calamities, to structural failures, human errors and acci-
dents, or deliberate malicious actions like cyber-attacks, there exist
innumerable possible vectors of failure for CIs. And, in the era of
ever-increasing interconnectivity and interdependency of infrastructure,
this may induce significant cascading effects, so what else might be
impacted becomes a new important subject. The traditional engineering
approach to this problem was to over-engineer systems against “all”
predicted or projected eventualities for the design horizon, typically
accounting for uncertainties with large safety factors [2], in an effort to
create “fail-safe” systems. Reality has shown that this design paradigm is
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not only overly expensive, but inevitably futile, while radiating a false
sense of reliability [3,4] to engineers, decision makers and the public
alike.

The are several reasons for this ‘fail-safe fallacy’. One important
factor is the actual “persistence” in time of infrastructure; Planning and
management activities contend with the provision of service against
future uncertainties. Effects of decisions or design options can be lasting,
as the system ultimately must endure stresses and changes over several
decades. Although the typical design lifespan of most CI ranges between
25 and 50 years (e.g., water supply systems, electric grids, dams), the
actual average lifespan is usually much longer. At least in the developed
countries, most urban infrastructure was built between 1930-1980, and
is already reaching or even surpassing the original plan. The extreme
case is in early industrialized cases (UK, USA, France, Germany, etc.)
where there are Cls already over a century old, e.g., water supply sys-
tems [2,5], such as London’s water distribution system, where almost 60
% of pipes are over 60 years old, with the oldest pipes unearthed dating
back 150 years [6]. Typically, original systems retain the older core and
expand along with urban sprawl, rising demands and growing
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population. This almost continuous expansion creates significant path
dependencies: technological (new technologies that should seamlessly
merge with older existing infrastructure), economic (heavy investments,
low return rate, long amortization periods) and societal (public but also
institutional entrenched cognitive and normative biases about a sys-
tem’s valid form and function) [7-10], that impose burdens and lock-ins
in the process of changing the way we design and operate critical
infrastructure.

In addition to the aging infrastructure that becomes less reliable,
there is also the threat of an aging workforce. A large percentage of the
current workforce (experienced engineers and technicians) in long-held
positions are retiring, and institutional knowledge about the systems
they designed, developed, installed and maintained throughout the
years is leaving the industry along with them [11].

The longevity of CIs means that ultimately these CIs would have to
face significantly different conditions from those considered in their
planning phase. This is especially true in the current volatile environ-
mental and socio-political landscape: Significant direct (e.g., climate
change) and indirect (e.g., pandemics such as COVID-19, the current
Russo-Ukrainian war and the energy crisis that ensued, supply chain
problems) stressors affect Cls, either gradually (transpiring over time —
chronic) or abruptly (occurring over a brief period- acute) [4,12,13] and
are fast becoming the “New Normal” [14]. As such, decisions regarding
the development of new, or the upgrade of existing infrastructure, needs
to be considered within a context of deep uncertainty [15]. The global
natural, social and technical environment is rapidly changing at un-
precedented rates [4,16], leading to higher levels of uncertainty, and
disturbance to infrastructural systems. Thus, the assumption of statio-
narity in natural systems, is effectively undermined. Stationarity has
been fundamental for traditional infrastructural system design and
management [17], utilized for example when quantifying return pe-
riods, risks, failure rates etc.

Abandoning the stationarity assumption means that the amplitude
and frequency of extremes increases with global environmental change
[18,19]. Historically observed data for climatic variables may no longer
be adequate to meaningfully plan for climate variability and extremes
like floods [20] or for operational management of water-energy Cls
[21]. Moreover, a variety of interdependent socioeconomic challenges
and stressors arise, that are also not stationary and difficult to predict for
planning and management, including population growth urbanisation,
demographic shifts, change of living standards, and immigration due to
armed conflicts, economic crises or climate change. Many of these fac-
tors are totally outside the sphere of influence of CI decision-makers.

Along with their external environment, the very nature of many CIs
(e.g., in the water and energy sector, where industrial processes are
common) is also rapidly transforming. The physical processes are
monitored coordinated, and controlled by a networking, computing and
communication core [22], usually achieved in real time via feedback
loops, where physical processes affect computations and vice-versa [23].
This integration of physical processes with computational engineered
systems forms a cyber-physical system (CPS) [24]. Contemporary in-
dustrial control applications are evolving rapidly benefiting from the
emergence of other related technologies in the informatics and com-
puter science fields, such as Al (artificial intelligence), IoT (internet of
things) and Industrial IoT [25], smart systems philosophy,
Machine-to-Machine (M2M) [26], Big Data [27], cloud [28] and fog
[29] computing, new sensor technology [30]), and other advances in
ICT like widespread optical fiber wire connections and 5 G cellular
connectivity [31]. These technologies, among others, allow the forming
of true completely integrated, always online, smart, highly autonomous
real-time analysed monitored and controlled CPSs, deeply connecting
the physical with the information world [23]. The unprecedented rate at
which CPSs are penetrating domains of infrastructure and revolution-
izing industrial applications has led to the adoption of the term “the
fourth industrial revolution” or Industry 4.0 [32]. Besides the many
advantages, the cyber-physical nature of Cls significantly expands the
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“attack surface” [33]. Alongside the millennia-old possibility of infra-
structure sabotage as a hazard, a new emerging threat is cyber attacks,
which can take a variety of forms, such as malicious remote control,
manipulation of transmitted signals/readings, interruption of service,
malware etc. Cyber attacks at a CPS can potentially have dire physical
consequences that arise from the disruption of operations, and these
attacks are termed cyber-physical attacks [34]. Notable examples in CIs
are the “Stuxnet” attack at a nuclear power plant [35], the “Sobig.F”
worm infection at a US railway company [36], the Ukraine power grid
attacks [37] and the Maroochy Water Services hack [38], all of which
had significant physical consequences in CIs of different domains.

We can deduct, that driven by challenges and changes associated
with large-scale, long-term uncertainty, the future performance, effi-
ciency, capacity, reliability and security of Cls are expected to change in
an unprecedented rate and magnitude. Nonetheless, we can brace our-
selves and accept the predicament, finding solace in the ancient prop-
osition of the pre-Socratic Greek philosopher Heraclitus in ca. 500 BCE,
that “change is the only constant in life”. The associated uncertainty
about future evolution of conditions is neither abnormal, nor a totally
new engineering concept. Thus, it is evident that the “fail-safe” system
design aspirations against all eventualities are increasingly rendered
unrealistic, and a paradigm shift is needed [39]. Contemporary scholars
argue that water system design logic should transition towards “safe--
to-fail” systems [4,40,411, which anticipate failures and are prepared to
overcome them. Pivotal to this paradigm shift is the concept of system
resilience. Despite the volume of research and practice efforts, resilience
remains a rather elusive term in interpretation and quantification,
without a clear consensus for operationalized definitions [42]. None-
theless, generally the various emerging resilience theories and concepts
are all about coping with the unexpected and continuing to perform
under uncertainty. On the other hand many scholars (e.g., [43-45]),
criticize that resilience has been vague, intertwined and confused with
other policy terms such as sustainability, vulnerability and risk, and
sometimes used to promote conflicting policy agendas, risking turning
into a ‘buzzword’. In this article we will thoroughly examine the tra-
jectory of resilience to academic and practice popularity, its interpretive
evolution through osmosis with various domains, and explore how it can
be utilized as a useful design philosophy concept for CIs and engineering
systems in general, besides the challenges in formally describing and
quantifying it.

2. Explaining the current prevalence of resilience given its
evolution from antiquity to its socio-ecological roots

2.1. The rise of resilience to policy and practice stardom

The term “resilience’ has prevailed in policy discourse across a
multitude of domains, both in academia and practice [46-50], evolving
through time in a multi-disciplinary term [13]. An indication of the
dominating nature of the tern in academic publications is demonstrated
by the (almost) exponentially increasing volume of related publications
in Fig. 1. Contrasting its popularity, resilience remains a rather elusive
term in definition, because there is a conceptual fuzziness to it [49]. The
term has been abstract and malleable enough to be involved into
everything from research to governmental policies within the worlds of
finance, organizations, critical infrastructure, urban communities,
defence and ecological systems among others [51]. As such, the term
functions both as a “boundary object” between scientific domains - an
entity shared by several different communities but viewed or used
differently by each of them [52], allowing interpretive flexibility and
definition negotiations [53] - and a “bridging concept” which actively
links fields and stimulates communication and collaboration, fostering
interdisciplinarity and transdisciplinarity [43,54,55]. The associated
vagueness though can make resilience difficult to operationalize and
develop general indicators or metrics [56-58]. Nonetheless, policy
makers around the world have widely and openly adopted the term into
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Fig. 1. Indexed scientific publications per year (376,114 up to 06/08/2025) in the Scopus database that include the terms resilience, resiliency or resilient in the title,

abstract or keywords. Year 2025 is incomplete.

virtually every aspect of decision-making processes, such as disaster
management for communities, national security and critical infrastruc-
ture protection. Some notable examples include the Critical Entities
Resilience EU Directive, Presidential Policy Directive 21 for Critical
Infrastructure Security and Resilience [59] in the USA, the UK Gov-
ernment Resilience Framework [60] in the UK regarding civil contin-
gencies law, The UK Water Act 2014, where a prime duty is to secure
resilience of the water sector [48], and the 17 Sustainable Development
Goals by the United Nations, where resilience building is a pivotal
theme. This widespread usage, especially in a regulatory context, is what
prompted some scholars to note that often resilience is employed to
justify diverse and even conflicting goals, as part of political agendas
[43,58,61-63]. To better understand however this trajectory, it is
imperative to explore the evolution of the term.

2.2. Resilience roots

The history of resilience is interesting, long, and diverse. Etymo-
logically, it stems from the Latin word resilio or resilire [57,64,65]. The
prefix re is added to the verd salire, which shares its root with the Ancient
Greek word dilopuan and means “to jump back™. Pizzo [57] reports that
the earliest occurrence of resilire can be traced back in the only known
work of the roman poet and philosopher Lucretius, De rerum natura - On
the Nature of Things (c. 60 BCE), specifically on a passage in Book IV,
lines 311-313, that refers to the reflection of things on a mirror:

Latin: Omnia quandoquidem cogit natura referri ac resilire ab rebus ad
aequos reddita flexus.

English: Nature constrains all things to be carried back, and leap back
from things, sent back at equal angles (Translated by Bailey [66])

Alexander [64] reports on more references to resilire/resilio in the
Classical times within the writings of Seneca the Elder (in imaginary
legal cases in the sense of “leaping”), Quintillian (in the rhetoric text-
book Istitutio Oratorio, as “to avoid”) Pliny the Elder (in the encyclo-
paedical work Natural History as “leaping of animals”, Ovid (in the
Metamorphoses poem, used as “to contract/shrink™), Cicero (in Orations,
as “rebounding”, notably here in a negative connotation) and Livy (in
the History of Rome, as “springing back”). The term also appears in
Middle French (the official language in the Kingdom of France in place
of Latin between the 14th and 16th century) as résiler before migrating

to English as resile. The word appears in State Papers by King Henry VIII
in 1529 about troubles with his first wife in the sense of “retract”, “re-
turn to a former position” or “desist”. In 1625, the noun resilience ap-
pears probably for the first time in a scientific sense, i.e., about the
strength of echoes, in Sylva Sylvarum of Sir Francis Bacon. Interestingly,
another form of the noun, resiliency, still sporadically found in the sci-
entific literature, also appears during the 17th century.

Resilience is introduced in engineering scholarly works in the 19th
century, initially in the domain of material science, when describing the
property of timber types (for ships) to resist sudden loads without
breaking by Tredgold [67]. Robert Mallet, an Irish civil engineer dis-
cusses the “modulus of resilience” as a new coefficient of strength to
assess the ability of materials to withstand severe conditions, e.g.,
explaining the sudden destruction of artillery units in service [68],
assessing the suitability of building materials and explaining the
devastation caused by the Great Neapolitan Earthquake of 1857 in
Naples [69,70] and the study of iron plates used in naval ships [71].
Other definitions were also introduced regarding material properties
[72,73], such as “the capacity of a material to withstand work that may
performed upon it, within the elastic limits”, similar to modern defini-
tions like “the quality of being able to store strain energy and deflect
elastically under a load without breaking or being deformed [74] or “the
ability of a material to absorb and release energy, within the elastic
range” [75]. Within the material science domain, resilience continues to
be a well-defined concept for a very long time [76]. Thus, resilience
already possessed a long-standing engineering heritage, that meta-
phorically alludes to the modern usage, before being a “reborrowed”
term from the socio-ecological scholarly works, that are often seen as the
“origins” of system resilience thinking.

Another long-lasting use of resilience occurs within the mental
health and psychology domains. Here, it was used from the 1950s in
developmental research to describe the ability of children to cope with
trauma, disasters and other adverse situations, continue psychological
and cognitive development, being able in the long run to attain a normal
adulthood [77-81]. Interestingly, resilience in the context of ‘resilient
children’ (who can recover from stress) was introduced as a substitute
term for the extreme notion of the ‘invulnerable children’ (who are by
nature unaffected from stress) that saturated the early influential works
in the domain [82,83]. This paradigm shift in the psychology domain
analogously resembles the emergence of the term resilience in the shift
of engineering design paradigms from ‘fail-safe’ (i.e., invulnerable) to
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‘safe-to-fail’ (i.e., resilient) systems. In later works, the usage of the term
broadened to encompass the ability of adults to manage abnormal sit-
uations, such as wars, disasters, traffic accidents etc. [76]. For example,
Bonanno [84] defines adult resilience to loss and trauma as “the ability of
adults in otherwise normal circumstances who are exposed to an isolated
and potentially highly disruptive event such as a death of a close relative
or a violent life-threatening situation to maintain relatively stable,
health levels of psychosocial and physical functioning”. Also, resilience
within the domain is often understood not only as a personal trait but
also as a process where “positive adaptation” occurs within the context
of significant adversity [85,86]; again a similar concept, resilience as a
process or an outcome, can be found in the literature of system analysis
[87], showing how different fields evolve following the same concepts.
On a similar manner, anthropologists also used resilience to change to
describe human adaptation to adverse environments [88]. Finally, note
that adaptation is yet another term used interchangeably between dis-
ciplines; as elaborated later, adaptation when facing perturbations/-
stress is a very common resilience goal or desired trait in the general
resilience theory for systems.

Since the 1970s, the term resilience has been extensively used
outside the mechanics/material science for properties of an object/
component or the psychology of an individual, in another, broader
metaphorical sense [89], concerning whole ‘systems’ in various domains
[48,57,65,90]. This is a turning point for the upsurge of the term in
literature, as it is linked with the system analysis and system thinking
approaches. All this sparked from a seminal paper of the theoretical
ecologist Holling [1], in the context of ecological systems in phase space
returning to an equilibrium state, after a perturbation. Resilience was
contextualized as “a measure of the persistence of systems and of their
ability to absorb change and disturbance and still maintain the same
relationships between populations or state variables”, and Holling sug-
gested that a population’s resilience property is a more important
characteristic of its ecological viability than the population count at
some moment in time. This definition and variations of it is virtually
referenced in all related literature [42] and marks the dawn of a sys-
temic approach, in contrast with individualist-trait definitions.

Moreover, Holling contrasts and differentiates resilience from sta-
bility in ecological systems, suggesting that very stable systems (i.e.,
exhibiting low variability of species densities over time) may not be able
to cope with sudden large variations in population densities after per-
turbations, in contrast with systems that exhibit unstable behaviour with
wide variability ranges, which may ultimately persist severe shocks.
Holling illustrated the existence of multiple stability domains that form
after perturbations (referring to them as “basins of attraction”). That
idea challenged the mainstream ecology body at the time, which pro-
posed a more static understanding [91,92], i.e., in the past a single
stability domain for the equilibrium state was proposed for ecosystems
because these were conceived as inherently stable and predictable [93] -
and thus, infinitely resilient, able to return to equilibrium after human
stressors were removed from the environment [91]. This notion of
resilience versus stability was explored shortly after in a water-resource
context [94] and in water resource planning [95]; there, arguments
suggested that in engineering resource systems, imposing stability - by
specifying standards for the system to strictly adhere to, for example
completing design objectives with probabilities close to unity - could
end up restraining the system with high mis-allocated costs. The reason
is that systems can be exposed to unknown threats, for which no prob-
ability of occurrence can be assigned, pertaining to the uncertainty
problem for the future provision of systems performance.

Interestingly though, work regarding ecological resilience at the time
continued to focus on implicit assumptions of a single stable state for
systems [91], and ignored non-linear dynamics and other complexities,
because of the difficulty in demonstrating shifts to multiple stable states
in the real world. In that context, resilience was interpreted and
measured in many studies as the return speed to this single equilibrium
after disturbance [96-99]. This notion influenced the resilience
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conceptualization in other fields too, as for example in water resource
systems, with the seminal work of Hashimoto et al. [100], where resil-
ience describes the speed of transition from a failure state back to a
satisfactory state — calculated probabilistically, as the inverse of the
average time periods a failure state is expected to last. Holling [40,101]
proposed that this return speed to equilibrium metric should be termed
“engineering resilience” to differentiate from “ecological resilience” due
to the divergence in the scope and objectives of the implementation of
the term with regards to the “stability” concept (not to be confused with
whether the implementation is within the “engineering” or “ecological”
domains). Engineering resilience focused on “maintaining efficiency of
function” and stability near the assumed or designed global equilibrium,
used predominantly by engineers with the motive to optimally design
single-objective ‘fail-safe’ systems. On the other hand, ecological resil-
ience, focused on “maintaining existence of function”, acknowledging
the fact that disturbances can force systems to flip between various
different equilibrium states, commonly used by biologists and ecologists
who search for ‘safe-to-fail’ systems. In that sense, ecological resilience
evolved (slightly) from the 1973 definition to account for the emergence
of different stability domains after perturbation as the “ability to adapt
to change by exploiting instabilities” [102] and not just absorb
disturbances.

In other words, resilience morphed into more general definitions
(with Holling as the leading author or co-author in joint works with
other colleagues) that include the possibly lasting aftermath of the
perturbation, like “(the measurement of) resilience is the magnitude of
disturbance that can be absorbed before the system changes its structure
by changing the variables and processes that control behaviour” [40]
and its subsequent evolutions: “Resilience is the capacity of a system to
absorb disturbance and reorganize while undergoing change so as to still
retain essentially the same function, structure, identity, and feedbacks”
[103]. In the work that introduced the latter definition, there is also the
important note that even though the interpretation of ‘engineering
resilience’ as the return time to equilibrium is indeed related to the
system’s resilience, it cannot encapsulate all failure modes (permanent
or temporary) for systems and the retaining of functions at these modes,
because of the possibility of multiple stable states after disturbances and
perturbations. This definition is used commonly in the literature, in
many domains besides ecology, albeit sometimes with small variations
in wording [19,104-107].

The concept of ‘ecological resilience’, as elaborated through the
aforementioned works, permeated a great variety of interdisciplinary
work about societal (human) - ecological (biophysical) interactions, in
what is called socio-ecological systems (SES) [108]. Indeed, the defini-
tion of Walker et al. [103], concerns management of SES — not just
ecosystems in the wild. In SESs, the ‘adaptive cycle’ is another very
important aspect of resilience and reflects the learning aspect of the
system behaviour [56,103,104,109-112]. In that sense, in many works
that refer to resilience essentially within the context of the aforemen-
tioned definition, add explicitly the ability to learn and build adaptive
capacity to the wording of the definition e.g. [109,113,114].

The concept of “panarchy” (coined as an antithesis to the term hi-
erarchy), i.e., the idea that systems constantly change under adaptive
renewal cycles and nested cross-scale dynamic interactions of human
and nature, introduced by Gunderson and Holling [110] laid the foun-
dations of the modern dynamic characterization of social-ecological
resilience. In this concept, the cycles consist of four stages: the phase
of “growth and exploitation” that slowly merges into “conservation”,
where the system dynamics are predictable, the chaotic “collapse or
release” following perturbation, and the “renewal or reorganization”
phase which may culminate into a different system version. Carpenter
et al. [109] view this concept of adaptive cycles as a useful metaphor in
order to gain insights about system behaviour under cross-scale dy-
namics and form a theoretical approach towards system-specific oper-
ational definitions of resilience.
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2.3. Resilience sprawl to other fields examined from bibliographical data

Besides studies in material science, mental health, ecology and socio-
ecological systems (SES), the term has emerged in various fields,
including:

e Natural hazards/natural disasters community resilience [65,89,
115-120], as for example seismic resilience [121,122] or the related
domain urban resilience [123,49], including resilient urban planning
[3,124] and resilience against other human-induced disasters like
terrorist attacks [125];

e Adaptation to environmental or climate change [112,126-128];

e Landscape geomorphology [129];

e Agricultural systems and their management [130-134], with an
active subdomain of tree resilience [135,136];

e Infrastructural systems [137] or general engineering systems [138],
like water distribution systems [139-141], and including Critical
Infrastructure Protection [59,142];

e Complex network resilience [143] like the cases of a) power grids
[144,145] or microgrids [146,147] and general energy service se-
curity [148-150] or b) the Internet [151,152];

e Cyber-physical system security [153];

e Organizational resilience [154-161];

e Supply chain resilience [162-166], which as expected is actively
linked with the recent Covid-19 disruption [167,168];

e Regional economics [169];

To examine this sprawl, besides reading a lot of the literature, the
authors also used available bibliographic data downloaded from the
SCOPUS database to conduct a bibliometric study that used state of the
art computational and natural language processing models. Fig. 2 pre-
sents a schematic outline of the methodology.

The corpus under study amasses a complete snapshot of the docu-
ments that feature the terms “resilience”, “resilient” or “resiliency” in
the title, abstract or keyword fields till year 2024. For the incomplete at
the time of writing, year 2025, the 5000 most cited documents have
been incorporated into the corpus. The bibliographic information
(including abstracts, keywords and the references of each document) is
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downloaded in the form of .csv text files. These are loaded into a pandas
dataframe [170]. Subsequently, the corpus is cleaned from duplicates,
papers that have been retracted, as well as documents that are notes or
erratum, producing a vast dataframe of 315,251 documents (Table 1),
which is challenging to analyse.

The text comprised of the title, abstract and author keywords is
provided as an argument to a Sentence Transformer model (SBERT)
[171], in order to create embeddings from the text for semantic search.
From the available pre-trained models we used ‘all-mpnet-base-v2’,
which is considered the most performant. The embeddings generated are
in the form of vectors with 768 dimensions and can be compared for
semantic similarity. The process is sped up via GPU (graphics processing
unit) acceleration.

The k-means algorithm [172], as implemented in SciPy [173] is used
to create semantic clusters of the documents, based on their embeddings.
The number of clusters is set to 25. To identify semantically the general
topic of each formed cluster, the Latent Dirichlet Allocation (LDA)
technique is utilized [174], through the gensim package [175]. Table 2
presents the topic keywords (up to ten, with singular/plural forms
merged) and the number of documents per cluster, showcasing the effect
resilience has on heterogenous subject areas. A general domain has been
attributed to each cluster for grouping. In order to be able to visualize

Table 1
Number of documents per type in the collected SCOPUS dataset.

Type of document Number of documents

Article 201,920
Conference paper 53,497
Book chapter 25,641
Review 19,630
Book 4443
Editorial 2940
Conference review 2626
Letter 920
Short survey 647
Data paper 148
Report 9

SUM 315,251

SCOPUS query: resilien* in TITLE, ABSTRACT, KEYWORDS,

documents

records till 2024 + 5000 most cited from 2025 + some secondary

Datasets

Search for documents in specific Journals and for pattern ‘critical

infrastructure’ in TITLE, ABSTRACT, KEYWORDS to form the
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subset of Cl literature )

to create embeddings

TITLE, ABSTRACT, KEYWORDS joined and fed to an SBERT model

—/

[ Word cloud generation and trends for specific keywords analysed
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Fig. 2. Schematic outline of the analysis of the bibliographic data.
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Table 2

Topic keywords per cluster.

Cluster

Documents

Pct. of
documents

Topic Keywords

Domain

10

11

12

13

14

15

16,010

14,468

13,071

18,940

14,142

12,616

9879

14,393

7994

4386

13,010

14,044

5732

12,402

11,177

19,310

5.08 %

4.59 %

4.14 %

6.02 %

4.49 %

4.00 %

3.13%

4.56 %

2.54 %

1.39 %

4.13 %

4.74 %

1.82 %

3.93%

3.55 %

6.14 %

network, system,
control, distributed,
performance,
communication,
routing, service
disaster, risk,
community,
management, social,
natural, health,
recovery, analysis
seismic, design,
performance, concrete,
modulus, analysis,
structural, asphalt,
pavement, strength
health, child, social,
mental, family,
psychological, factors,
adolescent, risk
species, forest, climate,
ecosystem, change, soil,
vegetation,
management, fire,
forests

climate, change,
environmental,
management,
development, social,
adaptation, sustainable,
water, systems

water, climate, flood,
change, management,
risk, urban, analysis,
system, model
security, system, attack,
network, key,
detection, learning
cell, protein, human,
animal, disease, gene,
stress, drug, expression
video, error, coding,
image, transmission,
channel, systems,
wireless, quality,
communication
economic, financial,
development, crisis,
business, analysis,
social, market, policy,
impact

health, students,
psychological, burnout,
stress, work, education,
care, nursing, learning
soil, microbial,
community, bacterial,
water, bacteria,
environmental,
communities,
treatment, analysis
power, energy, system,
control, grid, electric,
distribution, network,
renewable

food, climate, change,
agricultural,
agriculture, farmers,
systems, production,
crop, sustainable
health, psychological,
mental, stress, social,
life, depression,
support, adult, female

Technical

Socioecological

Technical

Mental health

Ecological

Socioecological

Socioecological

Technical

Biological

Technical

Organizational

Organizational

Biological

Technical

Socioecological

Mental health
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Table 2 (continued)

Pct. of
documents

Cluster ~ Documents Topic Keywords Domain

16 14,462 4.58 % social, political, Social sciences
women, education,
cultural, community,
rights, people, human,
work

properties, materials,
mechanical, strength,
energy, performance,
surface, temperature,
analysis, thermal
species, coral,
ecosystem, change,
climate,
environmental, marine,
coastal, sea, reef
plant, stress, crop,
drought, plants,
climate, growth, yield,
genetic, breeding
urban, cities, climate,
development, city,
sustainable, planning,
change, design, energy
learning, system,
neural, model,
performance, control,
network, networks,
design

health, pandemic, care,
mental, social, disease,
psychological, human,
stress, coronavirus
stress, brain, animal,
disease, cognitive,
male, social,
depression, human,
behavior

supply, chain,
management, system,
risk, analysis, model,
network, industry

17 13,720 4.34 % Technical

18 12,048 3.82% Ecological

19 8402 2.66 % Ecological

20 12,493 3.96 % Socioecological

21 17,565 5.57 % Technical

22 12,426 3.94 % Mental health

23 7567 2.41 % Mental health

24 14,094 4.47 % Technical

the clusters in a 2D space, the dimensionality reduction technique
t-distributed Stochastic Neighbor Embedding (t-SNE) [176] is employed
on the embeddings. Fig. 3 presents the clusters in the reduced 2D space,
along with the top three extracted keywords from each cluster.

In order to map the citation network of the dataset, it is required to
match efficiently the references of each document with the index of the
referenced items within the corpus. We employ a custom finite state
pattern matching machine that leverages the Aho-Corasick algorithm
[177] which has been widely used in bibliographic search. The autom-
aton is built using the titles of all documents, and in linear time searches
for potential matches creating lists of referenced indices. To avoid some
false positive matches due to erroneous information in the dataset, po-
tential matches are also checked via their year and fuzzy matching the
name of the first author. Then, using the NetworkX package [178] we
create the citation network as a directed graph (a subset of which can be
seen in Fig. 4), with nodes representing documents and edges the ref-
erences (edge starting at A and ending at B means A cites B). The
network graph produced, G, has a lot of separate subgraphs (134,657
subgraphs with 142,631 documents) with many documents neither
referencing nor being cited by the other in the collection. These are
mostly newer documents with 76.5 % of them published after 2015,
showing that resilience in the last 10 years is perceived as a
well-established and popular term, used frequently without citing older
literature. The largest connected component of the network, G, is a
subgraph that measures 172,665 items (54.8 % of the dataset), con-
taining the most cited and influential body of literature, possessing a
collective h-index (an h number of documents exceeding h number of
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Fig. 3. Visualization of the clusters in two dimensions using t-SNE and top three terms appearing in each.
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citations) of 624, compared to the value of 639 when examining the Table 3
whole network (the remaining documents have an h-index of 273). Top 50 most influential documents within the collected dataset.
Table 3 presents the 50 most cited documents in G (all of which are part Reference  Cluster/ Citations  Second 1st and Graph
of G, as well). The represented clusters in this subset are 5 (22 %), 3 (18 Domain within the  degree 2nd Ancestors
%), 15 (18 %), 1 (12 %), 24 (10 %), 4 (6 %), 18 (4 %), 11 (4 %) 23(2 %) corpus influence  Degree
and 20 (2 %). In the table, citations within the corpus denote citations to Influence
document A directly within the dataset collected (i.e., in degree of node [1] 4/Ecological 6756 27,814 34,570 83,163
A), second degree influence indicate influence of the document A via [sel 1115/ ;‘t’[}f“tal 2799 15,607 18,406 82,822
accounting for a document C citing document B that cited A, first and 1801 17:0::10- 1841 0836 11,677 53,164
second degree influence is the sum of in degree and second degree re- ecological
lations, while ancestors counts all nodes in the directed graph that have [117] 1/ Socio- 1740 8055 9795 39,069
a reference path towards A, showing the indirect long term influence of a ecological
document. The seminal importance of Holling’s work can be validated [105] >/ ?Oc,io' . 1675 11,874 13,549 67,407
from the fact that it influences directly or via second degree 34,570 [179] i‘;l\(;[i:fal 1340 3325 4665 34,866
documents (10.9 % of the corpus) which is the highest value, while a health
reference path to it can be traced from 83,163 (26.4 %) documents. [180] 18/Ecological 1291 12,443 13,734 75,071
Interestingly, due to G, being highly connected, in terms of ancestors, (18] 15/Mental 1254 5741 6995 31,037
other documents from the mental health domain attain higher values, as [91] Ejaslglio_ 1136 6970 8106 56,665
there are both inter- and extra- domain traces to them, but mental health ecological
documents tend to be more topical in references (seen also in Fig. 4). [182] 5/ Socio- 1117 10,211 11,328 69,844
Table 4 presents the top 50 co-citation pairs (when a document C ref- ecological_
erences both A and B). Holling’s work again dominates the co-citations, L183] 24/Technical 1063 4088 5151 13,538
interestingly with frequent pairing with works dealing with adaptation. (res icsglggf:; 1046 6835 78t 54087
In the co-citations it is evident that documents from organizational, [164] 24/Technical 1033 3584 4617 20,322
technical, ecological and socio-ecological domains are often co-cited, [40] 5/ Socio- 983 12,320 13,303 79,545
whereas mental health documents are not. In Fig. 4, a small part of ec°1°g'fca1
the G, graph is presented, with nodes from the 50 most influential (1851 ic/jzcgl 949 4236 5205 28,240
documents to showcase the relationship between them and their [104] 4/ EC(g)logical 923 6692 7615 66,714
domain. Remarkably, the domains of mental health and socio-ecology [81] 3/Mental 922 11,090 12,012 86,544
even not conceptually similar are connected via documents that are health
interdisciplinary approaches and reviews on the subject, displaying the [186] 5/5ocio- 918 5434 6352 42,797
osmosis in the literature even by examining a very small subset of it. [187] gc/gl(;)gif_al 336 7816 8652 63,413
A term co-occurrence map is generated from the subset of top 1000 ecological
most influential documents as calculated by the first and second degree [188] 5/Socio- 827 7241 8068 49,072
influence, to give insights about terms with which resilience is more ecological
connected to in the literature. The Term Frequency-Inverse Document (1891 ic/(s)l(; Cl;:al 817 8006 8823 45,614
Frequency (TF-IDF) method is employed through a vectorizer function [190] 5/ Soiio- 808 6847 7655 65,692
in the scikit-learn machine learning package [222], to identify the most ecological
important words in the subset by balancing their frequency in a specific [49] 20/ Socio- 802 2647 3449 11,555
document against their commonality across the subset. In this analysis ecological
very common words in articles like ‘review’, ‘results’, ‘proposed’, ‘ac- (ot igl[f}l: tal 79 3593 4389 19,914
cording’, were filtered out, after a first pass of the process to keep [192] 10/ 786 3600 4386 26,666
semantically valuable terms. The highest occurrence rates are by terms Organizational
supply, social, risk, system(s), management, supply chain, stress, change, [193] 3/ Mental 752 4163 4915 41,355
ecosystem, psychological, ecological, climate change, disaster(s), urban, [194] Ejaslglio- 747 671 6418 65.905
health, development, community, network, environmental, adaptation, ecological ’
vulnerability, outlining the multitude of different fields where resilience [195] 11/ 720 2608 3328 21,710
thinking is applied. Comparing the co-occurrence of the top 120 terms in Organizational
this subset’s documents also uncovers three main clusters that outline [196] 3/ Mental 702 8705 4407 45,674
broader subject matters, as presented in Fig. 5. In this regard, there is a [197] gia;:mal 697 7001 8508 78716
cluster of terms, presented in yellow colour, that relate more to the health
domain of psychology, mental health social sciences or medicine, e.g., [198] 15/ Mental 693 2762 3455 20,340
stress, adversity, disorder. The purple-coloured cluster consists of terms health
like ecosystem, adaptation, climate change, social, urban, sustainability etc., (199 }31/ I\I/iﬁma] 690 2470 3160 10,020
pertaining to ecological and socio-ecological systems. The pink-coloured [42] 2Za/lTechnica1 686 4221 4907 18,139
cluster is formed with terms such as risk, network, supply chain, man- [200] 24/Technical 685 4472 5157 27,948
agement, infrastructure, uncertainty, disruptions, design, analysis etc., [201] 3/ Mental 674 5748 6422 44,923
referring to the broad category of engineering systems, the business, health
L0 . - . [202] 24/Technical 624 4248 4872 19,768
organizational and technological realms and the implementation of [82] 3/ Mental 591 8450 0041 87.344
technical/practical solutions. health
[203] 15/ Mental 578 5274 5852 44,585
2.4. Insights on resilience research for CI from the available health
. . [204] 3/ Mental 575 1827 2402 26,963
bibliographical data health

.. . e (continued on next page)
In order to get some insights about the growing body of CI resilience pas

literature, the subset of CI related documents is attained by pattern
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Table 3 (continued)

Reference  Cluster/ Citations Second 1st and Graph

Domain within the  degree 2nd Ancestors
corpus influence Degree
Influence

[205] 15/ Mental 565 1832 2397 9666
health

[206] 4/Ecological 558 4964 5522 62,885

[116] 1/ Socio- 558 2842 3400 15,927
ecological

[207] 11/ 552 5009 5561 62,193
Organizational

[208] 15/ Mental 543 5213 5756 45,198
health

[209] 15/ Mental 534 2330 2864 14,231
health

[210] 1/ Socio- 532 4015 4547 19,705
ecological

[211] 18/Ecological 526 4884 5410 68,060

[212] 5/Socio- 519 7151 7670 70,463
ecological

[213] 23/Mental 515 4073 4588 33,739
health

[214] 5/ Socio- 512 2400 2912 36,943
ecological

matching ‘critical infrastructure’ and its variations in the corpus. Also,
items are added from the International Journal of Critical Infrastructure
Protection, Journal of Critical Infrastructure Policy, andInternational Jour-
nal of Critical Infrastructures. This narrows the dataset to 3456 docu-
ments, which is indicative of recent terminology and multidisciplinary
approaches and not exhaustive of the vast body of work on them, since
resilience related research has been conducted for systems that are CI (e.
g., water systems) across a multitude of journals, and traditionally
without the literal usage of the term CI. This is evidenced by the fact that
the median year of publication for the CI subset is 2020. Documents
pertain mainly to the engineering/technical/urban/community related
clusters as expected, i.e., clusters 24 (28.6 %), 1 (17.4 %), 13 (15.1 %), 7
(12.2 %), 0 (9.4 %), 6 (7.2 %), 2 (3.3 %). Interestingly, 2323 (67.2 %) of
the documents are part of G;. The most referenced (with 6 % of docu-
ments citing it) document from the CI subset is a review on modelling
and simulation of interdependent critical infrastructure systems by
Ouyang [223], second (4.7 %) is Holling’s seminal article, and third (4.1
%) a review article on resilience definitions and measures by Hosseini
[183]. An interesting word cloud from the abstracts, titles and keywords
of the CI resilience documents can be visualized in Fig. 6. A significant
number of the unigrams ‘assessment’, ‘framework’, ‘analysis’ and the
bigrams ‘risk assessment’ and ‘risk management’ are very frequent
signifying the usual system discourse on strengthening resilience. It is
also evident that security - particularly cybersecurity -, cyber and
physical attacks, disasters, disruptions, failures and vulnerabilities of
these systems are frequently discussed. Indeed, a number of high profile
publications (e.g., [224-226]) deals with the cyber-physical nature of CI
and its resilience against cyber-threats. Fig. 7 presents the frequency
over time for some selected terms. The documents dealing with cyber
attacks and cyber security are recently increasing, following a previous
peak in 2013, perhaps in the aftermath of the Stuxnet incident, and also
the term ‘cyber-physical attacks’ has gained some traction. The chal-
lenge of climate change and extreme phenomena is also a topic on the
rise (e.g., [227]), and the effect of COVID as a major disruption to CI
systems is evident from its appearance in >7 % of documents in 2020 (e.
g., [228]). Interestingly, the term ‘protection’ is in decline, which may
be attributed to a shift in thinking due to resilience, or the connotation of
protection mainly with physical hazards whereas cyber threats are
becoming more concerning (thus cyber security frequency increases).

International Journal of Critical Infrastructure Protection 53 (2026) 100848

Table 4
Top 50 pairs of co-cited documents in the dataset collected.

Document 1 Document 2 Cluster 1 Cluster 2 Co-citation count
[103] [1] 5 4 768
[1] [40] 4 5 558
[117] [1] 1 4 496
[180] [1] 18 4 490
[182] [1] 5 4 469
[89] [117] 1 1 466
[o1] [1] 5 4 459
[89] [1] 1 4 416
[104] [1] 4 4 407
[186] [1] 5 4 363
[190] [1] 5 4 357
[81] [86] 3 15 308
[200] [164] 24 24 291
[189] [1] 1 4 284
[183] [1] 24 4 282
[188] [1] 5 4 276
[103] [91] 5 5 261
[187] [1] 5 4 255
[192] [1] 10 4 249
[103] [186] 5 5 249
[180] [104] 18 4 245
[117] [116] 1 1 243
[202] [183] 24 24 233
[182] [91] 5 5 222
[215] [1] 5 4 221
[86] [196] 15 3 216
[212] [1] 4 216
[216] [1] 4 4 214
[49] [1] 20 4 214
[189] [117] 1 1 210
[164] [217] 24 24 209
[86] [184] 15 15 206
[185] [218] 1 1 205
[86] [191] 15 15 202
[42] [1] 24 4 201
[42] [183] 24 24 200
[206] [1] 4 4 200
[65] [1] 4 196
[219] [202] 10 10 196
[86] [197] 3 15 196
[220] [185] 1 1 191
[185] [1] 1 4 191
[202] [1] 24 4 189
[179] [181] 15 15 186
[182] [103] 5 5 183
[182] [89] 5 1 180
[103] [40] 5 5 180
[221] [185] 2 1 175
[89] [116] 1 1 174

3. Definitions of resilience

The examination of the co-citation networks and the term co-
occurrence networks, supports the notion of resilience emerging from
the ecological field, spreading to the socio-ecological systems and then
expanded to engineering systems and infrastructure, while in the fields
of psychology and social sciences resilience had roots for a longer time.
And although these fields are less related to the others, the handling of
definitions and concepts shows a great resemblance. In Table 5, a
plethora of different definitions of resilience is demonstrated. These
definitions, follow a number of re-occurring themes although some
definitions can be divided in contrasting groups, i.e., those that focus on
the recovery speed following a perturbation versus those that refer to
systems adapting to change.

A lot of definitions refer to resilience either as an ability (i.e., a
system’s inherent trait) or as a capacity (i.e., the innate potential for a
specific characteristic). Although subtle, this difference may relate to
systems where there is room to grow a capacity to persist something (the
capacity is built, developed or managed by agency) or the capacity exists
or not based on the system’s initial design philosophy (for engineered
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systems) or its nature (for ecological, socio-ecological and other sys- specific domains. Regarding capacity, there are usually three frequent
tems). Approaches that are more quantitative refer to resilience also as a themes examined in the literature [236], i.e., absorbing capacity,
measure or magnitude, and such definitions are operationalizable in adaptive capacity and restorative capacity (e.g., [237,238]) and

10
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Fig. 7. Keyword frequency of selected terms in the corpus of CI resilience.

sometimes a fourth, withstanding capacity (e.g., [239]).

For absorbing capacity, definitions tend to utilize terms such as
‘sustain’, ‘cope with’, ‘mitigate’ or ‘absorb’ disturbance, referring to the
reduction of effects stressors have on the system. A similar concept in
some definitions is ‘to maintain structure’. These types of definitions
have also resulted in indicators, for example the degree of service ca-
pacity reduction with increased pressure in Amarasinghe et al. [240].
Gradual degradation rather than an abrupt failure when absorbing
disturbance is also a desired aspect for resilience [233,234]. To quantify
this aspect some works utilize failure rates, e.g. via the slope of a
decreasing performance curve during a perturbation (e.g., in [237].

For restorative capacity definitions often refer to ‘recovery’ or ‘return
to an operating status’ after perturbations; sometimes these definitions
fall on the ‘engineering resilience’ when focusing only on the recovery
aspect. Some can be linked with intuitive metrics of recovery speed.
Examples in the context of water systems are the definition and quan-
titative metrics of Hashimoto [100] and Kjeldsen and Rosbjerg [241].
Time-dependent metrics and curves have been also used to quantify
resilience in a recovery context (e.g., [210,242] for the electric grid,
[121] for seismic resilience). Adaptation capacity is the degree to which
systems can adapt to changing conditions [238], and in many definitions
of resilience is used as a ‘prerequisite’ for the recovery process.

A number of definitions also include the notion of ‘plan ahead’,
‘prepare’ or ‘anticipate’ stress in their conceptualization, suggesting that
resilience is also a pre-emptive, developed characteristic, typically in
engineering or infrastructural systems and in the field of urban/com-
munity resilience. By introducing preparedness into the system, the
ability to cope with disturbance is enhanced. Redundancy-type in-
dicators such as reserve-capacity that can be reduced by disruptions
without significant loss of functioning or structure (e.g., [243,244]), are
types of metrics used for this, and can be linked with withstanding and
adaptation capacity.

Topological or network-based definitions and metrics are also

11

common in some network-type infrastructural systems as for example in
transportation networks [245] and water distribution networks [246],
usually measuring performance under failures of some components of
the network. In organizational studies, resilience often has an economic
connotation in definitions, such as recovery with minimization of
associated costs [235,137].

4. What traits enhance resilience?

Throughout the literature, there are various referenced traits that
entail a resilient system. However, depending on the context and the
scientific domain, these traits shift. The following list presents an effort
to describe common interdisciplinary patterns in associating desired
system characteristics or design and management principles that
improve resilience, ranging from socio-ecological to engineering but
also organizational systems:

e Robustness: Generally describing an entity’s ability to withstand a
given level of stress without any degradation or loss of function, an
important trait for resilient systems (see following section).
Buffering capacity: systems that have a capacity in excess of their
needs can utilize it when in an emergency, thus being more resilient
[232,247].

Stability: A trait that allows systems to cope with disruptions,
allowing recovery to the stable domain, increasing reliability, thus
enhancing resilience [248]. However, non-stable systems can also be
(even more) resilient, as already discussed in Section 2.2.

Safe failure (or soft failure): The ability to absorb sudden shocks or
the cumulative effects of slow-onset stress in ways that avoid cata-
strophic failure, even when outside of design specifications [127] or
managing failure in interdependent systems in order to avoid
cascading effects [249]. “Rationing” of service (spatially or tempo-
rally) to avoid complete blackout is an example for CIs.
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Table 5
Examples of the wealth of resilience definitions.

Definition

Source

A measure of the persistence of systems and of their ability to absorb

The return time of variables towards their equilibrium after a perturbation,

The magnitude of disturbance that a system can absorb before its structure

Given the occurrence of a particular disruptive event (or set of events), the

The capacity of systems to buffer shocks and stresses
The capacity of an SES to sustain a desired set of ecosystem services in the

The ability of a social system to respond and recover from disasters and

The capacity to adapt existing resources and skills to new systems and

The capacity of a system, community or society potentially exposed to

The ability of the system to recover once hazard has occurred and is
The joint ability of a system to resist (prevent and withstand) any possible

The degree to which the system minimizes level of service failure

The degree to which a system continues to perform under progressively

A system’s ability to adjust its activity to retain its basic functionality when

[1]
change and disturbance and still maintain the same relationships

between populations or state variables

[971
in a stable system

[56]
is redefined by changing the variables and processes that control

behaviour

[137]
resilience of a system to that event (or events) is the ability to efficiently

reduce both the magnitude and duration of the deviation from targeted

system performance levels.

[180]
[229]
face of disturbance and ongoing evolution and change

[117]
includes those inherent conditions that allow the system to absorb

impacts and cope with an event, as well as post-event, adaptive processes

that facilitate the ability of the social system to re-organize, change, and

learn in response to a threat

[122]
operating conditions

[230]
hazards to adapt, by resisting or changing in order to reach and maintain

an acceptable level of functioning and structure. This is determined by

the degree to which the social system is capable of organizing itself to

increase this capacity for learning from past disasters for better future
protection and to improve risk reduction measures

[231]
measured by the duration of the unsatisfactory condition.

[223]
hazards, absorb the initial damage, and recover to normal operation

[232]
magnitude and duration over its design life when subject to exceptional
conditions

[41]
increasing disturbance.

[143]
errors, failures and environmental changes occur.

The capability to maintain functions and structure when subjected to [233]

The ability to gracefully degrade and subsequently recover from a

The ability of the system to withstand a major disruption within acceptable

The ability of an urban system-and all its constituent socio-ecological and

internal and external change and to degrade gracefully when it must

[234]
potentially catastrophic disturbance that is internal or external in origin

[235]
degradation parameters and to recover within an acceptable time and
composite costs and risks.

[49]
socio-technical networks across temporal and spatial scales-to maintain

or rapidly return to desired functions in the face of a disturbance, to

adapt to change, and to quickly transform systems that limit current or

future adaptive capacity

Agility/rapidity: the capacity of a system for rapid mobilization of
resources necessary for recovery in order to return to an acceptable
level of functioning, contain losses and/or avoid cascading effects
and avoid future disruption [121,250,105,248].

Redundancy: The availability of multiple substitutable components
with similar or overlapping functions give a reserve capacity to the
system, providing an “insurance” [105] that it will not fail as a whole
when a single component fails [125,248,128], e.g., the presence of
redundant water quality sensors in a WDN’s contamination warning
system or redundant pumps in pumping stations as a reserve. A
similar concept in the literature is modularity which besides substi-
tutable components may also refer to the existence of multiple op-
tions in a systems to deliver its service [127], or degree to which
components can be separated, recombined or reengineered [142].
Flexibility: Due to uncertainties, there might be instances where a
system should be reconfigured, and having different options aids a
system in adapting to short term changes [105,248]. For example,
keeping an old highway active when a new one is delivered, ensures
the existence of an additional route to the destination even if it has
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lower capacity. Another related term is plasticity, the ability of the
system to adapt its structure of behaviour in response to internal or
external changes [142].

Diversity: A trait that is similar to flexibility, but describes the degree
of multiple distinct functions that can be simultaneously used in the
system [105,128], which enhances resilience and aids with pertur-
bations, as there is greater functionality in the system. For example,
energy production systems that are diverse in the energy mix
(including solar, wind, fossil fuels, hydroelectric energy etc.) can
cope with a variety of different changes and easily maintain an
acceptable level of service [49]. Another example is a water system
having total reliance on a single specific type of water source, e.g.,
surface water from a reservoir, which may make the system sus-
ceptible to failure as climate changes. On the contrary, having the
capability to also use alternative sources such as seawater desalina-
tion in an emergency, makes the system less vulnerable to prolonged
drought conditions. Diversity is also related to multifunctionality, i.
e., components of the system that provide a diverse set of functions,
such as floodplain parks [3]. Another related trait is ‘omnivory’ [232,
128,247], referring to multiple ways of meeting needs resource-wise.
Independence/autonomy: The self-reliance capability of various
components to operate/function without external input, assistance
or oversight enhances resilience and levels of a availability in a
system, when other components are hampered [125,248]. The au-
tonomy trait can refer to systems as a whole that do not rely on other
infrastructure for functioning. This is contrasting with other char-
acteristics in the literature, like interdependence and interconnected-
ness, which, depending on the context, can affect resilience positively
or negatively [248]. For example, having the ability of intercon-
nection to receive support from other systems in case of failures is
beneficial; but in critical infrastructures interconnectivity usually
means interdependence which may be detrimental due to cascading
effects from one disrupted sector to the other [251-255], e.g., a
blackout in an energy production system affecting the pumps of a
water supply system, the transportation, the telecommunications
sector and the emergency services, like in the case of the 2025 major
power blackout in the Iberian Peninsula [256].

Cohesion: the existence of unifying relationships and linkages be-
tween system variables and elements [257]. Cohesion also applies to
social systems denoting the strength of social connections and the
sense of community.

Resourcefulness: Refers to the abundance of resources (material
aspect) available to the system for preparation against, response to
and recovery from perturbations, also including the capacity of op-
erators, decision-makers planners and other system stakeholders to
plan, anticipate and act (human aspect) [121,117,248].
Coordination capacity: A system that possesses good coordination
between all relevant managerial stakeholders is able to recover faster
from perturbations, as actions can be better planned and organized
[127].

Foresight capacity: Resilience is all about tackling future uncer-
tainty; therefore systems where future conditions can be evaluated
before they manifest, and different scenarios are analysed in prepa-
ration, are more resilient [248]. Related terms in the literature is
preparedness [117] and anticipation [156].

Collaboration: the existence of multiple opportunities and incentives
for broad stakeholder participation to solve problems [125,248]
Adaptability: the flexibility of a system to change in response to new
pressures [257], also entailing the capacity to learn from disruptions
and perturbations [109,104,56,110-112,103] and applying the
knowledge to undergo change and reduce vulnerabilities in the
future [248]

Self-organization: In self-organized systems macro-scale patterns,
relations and relations emerge from independent interactions be-
tween smaller scale processes [258]. Self-organization capability is
often associated with resilient systems (e.g., [259,109,105,260], due
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to the fact that actions and functions are distributed among different
actors (as for example citizen participation in social systems) and not
centralized (in true self-organized systems, typically there is absence
of centralized control [261]), thus response and adaptation to events
can be faster [105]. Also, self-organized systems exhibit increased
social and institutional memory, i.e., collective experience to deal
with change [187]. In social self-organization capable systems there
is the capability of independent response to disruptions by local
communities, cross-scale partnerships for management [187], and
both horizontal and vertical institutional connections that foster
better informed and more efficient decision making [262,117]. A
relevant term, is flatness [247], which refers to bottom up systems,
with less hierarchical and rigid command chains, which are more
flexible and resilient. In technical systems, the mechanically analo-
gous scheme for self-organization and flatness are distrib-
uted/decentralized/localized designs and management philosophy
(versus traditional large-scale centralized systems) with a multitude
of studies that show that this increases resilience e.g., [3,8,144,146,
150,248,263-266].

Creativity/innovation capacity: The property of a system to use
disruptions as opportunities for positive gain. This requires the sys-
tem to possess and innovation capacity and exert it [248]. Innovation
strengthens resilience, because it reinforces the transformational
capability of the system [186]. The notion of positive gain (or even
flourishment) when a system is subjected to adversity can also be
found in the literature as the concept of ‘antifragility’ [16,267,268].
Efficiency: Depending on the context (e.g., for energy systems,
economical systems, organizational resilience or in the industrial
ecology field), there are scholars (e.g., [257,125,269,270] who find
efficiency to be an important trait of resilient systems. However,
there are other important yet counteracting traits that enhance
resilience, like redundancy and flexibility; generally building
redundancy and flexibility in a system hampers efficiency (at least in
economic or resource-usage terms), thus resilient systems are not
always the most efficient [92], while hyper-efficient systems (e.g.,
those employing hyper-coherence [271] between functions and
components) with the most optimal (but not robust) decisions could
actually possess less resilience [215]. An example can be a Formula 1
car compared to a family station wagon; the former is overdesigned
to perform as efficiently as possible, but within very specific condi-
tions and ultra-tight maintenance — the latter can withstand a lot
more road, environment and driver induced stress, without failures.
Equity/fairness: applicable in communities and social systems, eq-
uity and fairness are important aspects and principles of resilience,
coming up regularly in socio-ecological systems, community resil-
ience and in the climate resilience discourse (e.g., [272,110,112,260,
58,1241, and also in climate adaptaion studies; as Nelson et al. [112]
note, in decision making there should be equity in both the process
and the outcome, referring to the fairness of institutions, their
representativeness, views on collective and individual good and in
the distribution of vulnerabilities across a population. As such, social
cohesiveness increases, which leads to a community’s larger capacity
for absorbing and recovering from shocks [248]. Affordability,
accessibility and acceptability of technologies, solutions and in-
terventions to transition to a more resilient system, are also related
themes to be taken into account assessing equity.

The aforementioned traits can be incorporated into the design and
management of CI systems either as developed qualities of the system
itself, like for example robustness, redundancy or diversity, or qualities
of the surrounding socio-technical environment like resourcefulness,
and foresight capacity.
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5. Connotations and nuances of resilience when contextualized
along other policy and decision-making terms

Through the last decades many scholars tried to establish common
patterns in the variations of definitions for resilience, distinguish it from
other related terms and/or give an overreaching general description or
frameworks for estimation. Throughout these interdisciplinary research
efforts, there are a plethora of other terms with which resilience is
associated or contrasted.

One term is the multidimensional, interdisciplinary, and global in
scope, sustainability [273]. Humanity’s future prospects may be seri-
ously undermined by the plethora of changes amidst the Anthropocene
era [274] and rebound effects on societies that stem from human-made
perturbations on key earth processes, resources availability and rising
complexity of global social-ecological systems [107]. The current
development paradigms and patterns, if not transformed, may tip the
integrated human-earth system to a radically different basin of attrac-
tion - and resilience on the planetary scale can be conceptualized as the
depth of the current basin, prohibiting destabilization of the Earth
System [275]. The well-known ‘Brundland Report’ in 1987 [276]
popularized the notion of sustainable development, meaning “develop-
ment that meets the needs of the present without compromising the
ability of future generations to meet their own needs”. Developing
resilience in our systems plays a pivotal role towards the path to sus-
tainable development [155] and enables sustainability to be viewed as
an inherent system property through a perspective of systems thinking,
rather than an abstract goal that humanity collectively aspires to [257],
and that is why there is broad consensus in the literature that these terms
relate [91,103,109,259,277]. For example, shifting the paradigm from
centralized structures and open loop designs for water and nutrients to
decentralized designs with circular economies [263-265] builds resil-
ience in the water sector and also is on the right track for its sustain-
ability [278]. There are however important divergences between
resilience and sustainability in system thinking [271], because in order
to deal with risks associated with change and uncertainty, a resilience
approach relies more on the concept of adaptation, whereas a sustain-
ability approach on that of transformation. Adaptation relates to deci-
sion making and actions to adjust to change, maintaining essential
system functions (a more conservative approach), and on the contrary
transformation implies reorganization and altercation of the system as
the conditions become untenable (a more radical and pervasive
approach) [112,271]. Within this context, Rees [279] categorizes three
broad views on the nature of the necessary changes to achieve sustain-
able development regarding societal and political structures and
human-environment relationship. These are the “status quo” - change
can be achieved within the present structures, the “reform” - funda-
mental changes are necessary but without a full rupture with the current
structures, and the “transformation” — radical changes are needed to the
economic and power structures of society. Redman [271] views adap-
tation as an approach that citizens and elected officials are more
comfortable with (as opposed to radical, uncertain in outcomes and
costs, transformation), and thus resilience approaches are far more
popular in the current political arena, as these tend towards the pres-
ervation of status quo [44,51,280]. Within this specific context, espe-
cially in the circles of social sciences interacting with the environment e.
g., for urban resilience, disaster and crises management and climate
change adaptation, there exists criticism for the term resilience and its
operationalization. Many scholars (e.g., [43-45,63,281]) debate that
resilience is a much-used (or even over-used) term in the political
discourse, much like sustainability-motivated discourse in the past
[282], and often disconnected from analytical concepts [283]. Thus, it is
frequently critiqued whether it is a useful [65] or even an always posi-
tive concept [272,280,283,284]. As Anderies et al. [277] and Carpenter
et al. [109] state, resilience as a system-wide property, is not normative,
because it is not tied to specific performance measures that can always
have a positive connotation (and both use the example of a dictatorship
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establishment, that may constitute a resilient regime - as in enduring
various changes and perturbations through time - but of course it is not a
desirable state of government for the people). Matyas and Pelling [285]
argue furthermore that resilience is a descriptive concept that can
observe the system’s stability but in order to determine if this stability is
“good” or “bad”, other analytical frameworks are necessary. However,
for different stakeholders, normative judgements do emerge, concerning
their particular interests. Thus, critique has been raised, that resilience,
due to its all-encompassing broad nature, and the general lack of
attentiveness to political power structures, scale and equity in societies,
may allow interpretations of policies, decisions or actions that may
promote a neoliberal agenda [286,287,284] and retain systemic in-
equalities (poverty, social injustice), as resilience-oriented. For systems
that passively go through adaptive cycles even in a resilient manner, an
unjust “status quo” may perpetuate, without addressing the actual
causes of crises [288,289]. Thus, debating scholars in the aforemen-
tioned domains suggest concepts such as:

e Stakeholders structuring questions for operationalizing policies of
resilience with the “five W’s” [280]: for whom — potential trade-offs
between stakeholders, what — which entity will be made resilient and
for which threat, when — the temporal scale, where — the spatial scale,
and why — understanding of the political context.

“Negotiated resilience” [44], where resilience thinking is reframed
as an active negotiation process between the different stakeholders
and actors across different time and governmental scales, and not as
a definitive goal set by a political agenda

Ultimately, while resilience had been in the past more outcome
oriented, it shifted towards being more process-oriented [189,285],
focusing on decision-making systems, and proactive practices instead of
reactive. Presenting resilience as both a process and an outcome, can aid
in lifting abstractions from policy agendas, and clarify objectives,
pathways to achievement, and the involvement of or effects on relevant
stakeholders.

Often in the systems’ analysis literature, resilience is associated with,
compared with, and distinguished from risk [42,235,290,291], as both
terms appear together increasingly regularly in risk analysis and man-
agement studies. Risk itself is another term with a plethora of definitions
and conceptualizations; Typically, risk has three determinants, i.e.,
hazard, exposure and vulnerability [42,292], and is commonly quanti-
fied as “a measure of the probability and severity of adverse effects”
[293]. It can be computable, e.g., by employing the theory of scenario
structuring (TSS) [294], by assigning likelihoods and consequences to
scenarios. This premise, however, means that risk can always be char-
acterized by a frequency distribution of events following known or
measurable probabilities [295], e.g., from evidence-based data like
historical records in what can be described as a Knightian risk [296].
However, there is an abundance of events without known or measurable
distributions, and this level of ignorance about the future is called
Knightian uncertainty. The uncertainties can be aleatory or epistemic in
nature, meaning that they either represent a fundamentally complex or
arbitrary behaviour, or our understanding of the phenomenon in ques-
tion, and/or our modelling capacity and measurement accuracy are
lacking (e.g., the future progress of climate change, the cyber-physical
attacks that a CI may encounter) [15]. There are also unknowable
[297] events, including the so called Black Swans [298], which are
outside of the realm of regular expectations, producing extreme cata-
strophic impacts. Such uncertainties about the future cannot be reduced
via collecting information and are not statistical in nature ([299,300]).
This uncertainty-awareness in systems’ design led to the adoption of the
term deep uncertainty [301,300], for strategic planning cases where
stakeholders cannot reach a consensus about models for system vari-
ables, the probability distributions for key parameters in order to
represent uncertainty, and how to interpret the desirability of alterative
outcomes. Contrary to risk, most often resilience is viewed as an
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endowed system property that aids in absorbing, adapting or recovering
from uncertain, unexpected shocks in an inevitably ever-changing world
[42,92], rather than becoming highly adapted to specific threats [49]. In
this context, resilience-oriented studies deal with how complex systems
will interact openly as a whole entity to their environment, and acquire
new emergent properties, resisting the wildly unknown perturbations
that arise [257].

Many studies, especially in the field of natural disasters and hazards
deal with resilience and vulnerability as interlinked concepts e.g. [63,65,
113,120]. Vulnerability can broadly defined as the potential for loss
[302] or the susceptibility to be harmed [113], but similarly to resilience
can be defined in many different ways. In policy discourse and devel-
opment planning in social, socio-ecological systems or socio-technical
systems (e.g., urban environments, communities) resilience has been
steadily replacing vulnerability [63], presumably on the basis of its
positive connotation [45,281,303]; conversely, vulnerability in general
has a negative nuance. The most-often conceptualized components of
vulnerability in literature are the exposure to hazards (perturbations
and/or external stresses), sensitivity to perturbation, and adaptive ca-
pacity [113,304]. However, for many scholars in the field of SES
adaptive capacity is integral to resilience instead. As such, there are
many different interpretations in the literature about the linkage of
resilience and vulnerability. The interpretations range from resilience
being the opposite of vulnerability [189,212,305,306], resilience being
one of the components of vulnerability [307,194], resilience and
vulnerability being two different inherent properties of the system [116,
117,120,188,308], but linked, with some overlap between them. How-
ever, for the other key sub-components of vulnerability, i.e., exposure to
hazards and sensitivity, there are multiple points of convergence be-
tween resilience and vulnerability, and these are the concepts that link
these terms back to risk as well.

Generally, hazards are defined as threats to the system, comprised of
perturbations and stress [194]. Perturbations are conceived as major
spikes in pressure outside the normal range of systems variability,
whereas stress as a continuous or increased pressure. There are many
different views on the typology of pressures e.g., some taxonomize
perturbations as exogenous to the system and stresses as endogenous
[194], while others view all types of pressures as both feasibly endog-
enous or exogenous [4,12,188,309]. Butler et al. [4] categorizes threats
in a universal way into four types on a two-axes system: internal/-
external and acute/chronic. Sensitivity is broadly defined as the degree
to which a system is modified or affected by perturbations [113], with
various diverging contexts as well. For example, Smit and Wandel [304]
argue that sensitivity and exposure are almost inseparable properties of
a system and reflect the likelihood of the system experiencing particular
conditions. On the other hand, Gallopin [310] argues that only sensi-
tivity is an inherent ability of a system and contributes to vulnerability
together with its capacity of response, whereas exposure is an attribute
of the relation between the system and perturbation. It is also pointed
out that a system could be very sensitive to a particular perturbation but
be falsely considered non-vulnerable to the hazard if never being
exposed to it. In that sense, including or excluding exposure to hazards
as a component to determine vulnerability is a very important decision
for the design of policies. A good CI example is the cyber-physical
Stuxnet attack in the Natanz nuclear plant. As it turned out, the CPS
was indeed sensitive and vulnerable to the hazard of cyber attacks, even
though it was an air-gapped system, thought to be non-exposed to such
hazards. The malware breached the system through the simple vector of
an infected USB stick. In hindsight, the incident could have been avoi-
ded, if a better security — and thus resilience - policy was implemented
within the facility, restricting access to external media. However, an
interesting consensus in the literature is that exposures and sensitivities
are rarely known a priori [304], circling back to the notion of unknown
and unknowable hazards, i.e., the inevitable deep uncertainty enveloping
complex systems, and thus again in the territory of resilience theory and
analysis. In the sane manner, many recent studies employ a multi-hazard
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approach (e.g., [311,312] in both the risk and the resilience assessment
of systems, especially in CI systems due to their interdependencies,
moving beyond traditional single and specific hazard assessments [142],
with emphasis on generally strengthening resilience traits to tackle
unknown threats.

Finally, the concept of robustness is also often associated with resil-
ience in system analysis [277], due to its operationalization within
studies of complex systems that endure future change [313]. Robust-
ness, originating from the statistical analysis domain [95] and then
transcending into the decision support fields for water resources is
traditionally viewed as the insensitivity of a design to deviations (errors,
random or not), from its original estimated design parameters [314].
Like resilience, numerous schemes for estimation exist, and a taxonomy
of such methods can be found in the recent work of Herman et al. [313].
In the context of system analysis robustness is viewed as a desired
property that describes an entity’s ability to withstand a given level of
stress without any degradation or loss of function [121]. This is a
concept strongly correlated with resilience, in the sense that robustness
allows a system to absorb shocks [315-317], therefore contributing to
its resilience. An important distinction should be noted however:
robustness can be clearly defined and identified, highlighting the extent
to which a system can cope uncomplicatedly. On the other hand, resil-
ience highlights a much different behaviour aspect, that of the system’s
under uncertain perturbations, that may force a system outside of its
stable state, assessing its capacity to adapt to these changes and/or
recover. Therefore, a very robust system is also resilient, but the oppo-
site does not necessarily hold: a system can be resilient without being
robust. An analogy of this robustness versus resilience principle can be
found in Read [318], where the behaviour (displacement due to wind) of
a palm tree under strong winds is contrasted to that of a sycamore tree.
The latter can withstand heavy winds without noticeable trunk
displacement, thus is robust, but may be uprooted abruptly — whereas
the former bends easily and wildly but manages to eventually cope with
even very heavy winds. Also, it should be noted, that as some scholars
suggest (e.g., Homayounfar et al. [316]) trying to make a system very
robust against some specific disturbances usually comes with the
trade-off of increasing vulnerability to others (thus raising the question
'Is it really resilient?’). An example is in smart decentralized energy
grids, where although the overall grid is less prone to large scale dis-
ruptions due to weather for example, it becomes more susceptible to
CPAs [319]. There are also definitions of robustness that are related to
resilience and both are assessed using the same methodology, as for
example in Makropoulos et al. [41] and Nikolopoulos et al. [265,320].
As such, within the context of an engineering system in general, and CIs
in particular, robustness would refer to the given level of stress absorbed
before reaching a failure state, while resilience to the behaviour or
performance under disturbances that include failure states. In other
words, the concept comes back at the discussion of fail-safe systems
versus safe-to-fail-systems, where the systems behaviour within a failure
state or in general outside the design specifications is equally as
important.

6. Directions for future research and advancements to CI
applications

Taking into account the extended literature review elaborated and
the wealth of scholarly work in the interdisciplinary topic of resilience,
we focus on three emerging questions from the key academic, practice
and policymaking standpoints. Subsequently we highlight the future
directions from the perspective of the CI protection domain.

6.1. Does academia still need more literature on resilience?
The very steep rise in relevant literature publications in the recent

years as seen in Fig. 1, may prompt an inquiry into whether there is still
the need for scholars to devote time in resilience research. At least for
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the foreseeable future, given the current trend, the increasing number of
scholars involved with the subject matter, and the ongoing incorpora-
tion of resilience into policy mandates, academic literature will be
enriched with even more works. On the one hand, there currently do not
yet exist other thoroughly researched universal “policy contenders™ as
theoretical constructs with a similar positive connotation able to replace
it. The closest candidate could be antifragility, which has recently
gained traction, and describes the ability of a system to benefit, thrive,
and grow when exposed to uncertainty and adversity [268]. However,
most examples have been identified on organizational and financial
systems that opportunistically change activities when under uncertain
conditions to profit [321,267]. Fully adapting the principal to CIs is
difficult because it implies that they can change roles and functions
(contradicting with the notion of “critical”), and also scholars have
expressed opinions that antifragility on urban systems like flood and
water infrastructure is based on learning from past adversities and
gradually adapting to them [16]- thus the principal significantly over-
laps with the idea of ecological resilience and the adaptive cycle. On the
other hand, resilience thinking will almost certainly continue to evolve
correlated with the rapid rates of environmental, socioeconomic, polit-
ical and institutional changes in the broader context of the future world,
as well as with the transformation of Cls to smart cyber-physical systems
and beyond. New concepts, technologies and practices will emerge in
order to strengthen resilience, while their predecessors will be stan-
dardized into the design philosophy and language of systems, leading to
even more research on the topic.

6.2. Will there ever be a common interpretation or quantification of
resilience?

Resilience is an interdisciplinary concept and applicable to a multi-
tude of different systems with unique characteristics and functions, roles
and objectives of interest, which in turn produce distinct ways to mea-
sure or evaluate “performance”, “state” or the “effects of uncertainty”.
As such there will always be nuances in the definition and terminology,
even within the narrower socio-technical realm of CIs. There is however
a clear transition to interpretations that relate to behaviour under un-
certainties and failures maintaining critical functions as much as
possible, as well as learning from them and adapt, which provides an
adequate mental model to support strategic planning, design and oper-
ational management of CIs. What remains elusive is the operationali-
zation through quantification as a metric. It has been suggested that
resilience is best observed empirically “ex-post” [322,323], implying
that a priori estimation is challenging. However, stress-testing CI sys-
tems through simulation schemes against an ensemble of extreme sce-
narios can allow the generation of evidence based results and metrics of
the behaviour of systems [41]. Compound scenarios [255], i.e., with
multiple stressors incorporated within a timeframe, and/or including
short-term “wildcard” events [128,265] are especially useful for oper-
ationalization under deep uncertainty. It should be noted that in
stress-testing the probability of such scenarios occurring is as irrelevant
to the assessment, as it is impractical and impossible to quantify in the
non-trivial cases, and almost certainly it is not the worst possible set of
conditions that will affect a system. There will always be a subjective
bias in a stress-testing procedure, and the highly complex and
open-ended reality will always produce more hazards than what is
imaginable. By shifting the focus on what “middle state” [4] or failure
mode the system in question can end up, alleviates the impossible task of
identifying all possible what-ifs that caused it, and allows focusing on
‘tipping points’ of internal parameters of the CI system and their com-
binations. In some cases, a generic failure mode can adequately describe
the outcome of many different scenarios leading to it — even unknow-
able, and the assessment of resilience can not only be straightforward
but also be turned into a design paradigm. An example is given on
Nikolopoulos and Makropoulos [324] where a resilient sensor place-
ment optimization algorithm to tackle water quality sensor failures, be it
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due to deliberate actions or malfunctions, is discussed.

6.3. Can policy regulations and mandates reinforce resilience at CI
sectors?

Regulations are imperative to set the context for engineers and de-
cision makers, putting forward a set of guidelines and standards,
enforcing compliance and incentivize anticipation, preparedness and
learning. Recent examples of regulatory initiatives in EU include the
NIS2 [325] and CER [326]. The NIS2 significantly expands the range of
sectors and CI entities subject to cybersecurity requirements (e.g.,
including public communications, wastewater, manufacturing, and
health services) addressing a lasting gap in practice, and imposes stricter
risk management and incident reporting obligations, which help build
sectoral knowledge. The CER Directive enforces an all-hazards approach
to physical resilience, covering 11 essential CI sectors (energy, transport,
banking, health, water, digital infrastructure, etc.) requiring EU member
states to adopt national resilience strategies and conduct risk assess-
ments at least every four years to identify critical entities. Under CER,
critical entities must identify key risks, take measures to ensure conti-
nuity of essential services, and report disruptive incidents. Similarly in
the US, the Presidential Policy Directive 21 [327], established a national
policy to strengthen and maintain the security and resilience of critical
infrastructure against man-made and natural physical and cyber threats,
under an “all-hazards” approach, rather than focusing on specific haz-
ards in isolation.

Such regulatory mandates are steps to the right direction as these
formalize the requirement of specific actions from CI operators, set high-
level goals, and aim to improve cross-sector coordination by a common
risk and resilience picture. However, there is a possible implementation
and conformity gap, as there is yet to exist a standardized framework to
assess resilience in CIs [328]. Nonetheless, alongside regulations, there
are international organizations developing standardized guidelines that
can supplement the regulations, for example ISO 31000:2018 [329] for
risk management and ISO 22301 [330] for business continuity and
resilience. Such guidelines provide CI operators and decision makers
tested and harmonized checklists and processes to follow, from how to
conduct a risk assessment, to how to structure a continuity plan and test
it regularly. In addition, international bodies are also active in the policy
discourse, such as the United Nations Office for Disaster Risk Reduction
(UNDRR) which recently published a set of principles for resilient
infrastructure along a set of actions for each to be followed. Examples of
actions are the adoption of open standards for information sharing for
the shared responsibility principal, and conducting regular stress-testing
of systems for the continuous learning principal [331]. Conforming with
national regulations, and harmonization with international standards
and best practises is a pragmatically difficult endeavour at the large
scale. But, it can improve coherence in actions and risk management
processes, and bolster cross-sectoral learning and lessons-learned
sharing, which in the long run can mitigate occurrences of cascading
effects between interconnected infrastructure.

6.4. Future steps towards CI resilience

In the face of impending CI disruptions due to climate change, nat-
ural disasters, cyber-physical attacks, and large-scale socioeconomical
changes, resilience thinking can guide a) engineers to develop the
necessary traits in the design, b) decision-makers to accept higher
development costs in planning in order to strengthen sectoral resilience
against uncertainties and understand the long-term benefits, and c)
policy-makers to foster a supportive socio-technical, regulatory and
legislative environment around them. These prepositions extend also to
managing existing infrastructure; various past notions should be revis-
ited under the context of resilience, especially ‘build and forget’ schemes
which unfortunately are common for old infrastructure. CI sectors
should embrace the learning and adaptation concepts interlinked with
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resilience to restructure and repurpose systems. But to support this shift,
several gaps should be bridged in the future, with the convergence of
theoretical research and practice.

The first is the technological gap, as the field of CI protection, security
and resilience needs the development of stress-testing modelling test-
beds for all types of CIs against scenarios of compound hazards. Utilizing
them and generating evidence-based results of behaviour under dis-
ruptions will build knowledge and understanding, and lead to the
development of resilience measures and actions. Establishing common
inter- and cross sectoral benchmarking methodologies will aid in har-
monisation of the assessment frameworks. The scenarios developed for
stress-testing to assess CI performance can also form contingency plans
for operational management during crises, aiding in anticipation and
preparedness. A recent example stemming from water Cls is the PRO-
CRUSTES testbed for exploring resilience against cyber-physical attacks
[332]. In addition, modelling of the interdependence of CI and the
cascading effects from their failures presents another technological gap
[333]. This is due to the challenges of capturing all types of de-
pendencies in their complex behaviour and different dynamics (effects
of time), as interconnected Cls are essentially a system-of-systems [334].
It is an active research area with various approaches of modelling that
ranged from network-based (CI topology or service flow methods) (e.g.,
[335]), bottom-up agent based modelling with agents representing op-
erators, facilities, or whole networks (e.g., [336]), system dynamics
modelling feedback loops and time-delays between CIs (e.g., [337]), as
well as co-simulation of multiple CIs [338]. Recent promising advances
(e.g., [237,339,340]) use the open high level architecture (HLA) stan-
dard [341] for complex distributed simulation (federations), and can
manage data exchange and synchronization of heterogeneous models
and simulation tools at different levels, producing high fidelity results.
The main advantage is the possibility to couple already developed and
benchmarked tools such as Cl-specific stress-testing testbeds for a
detailed low level that simulates sub-systems, and use them as inputs to
a higher level representing the interconnectivity of the system [342].
Incorporating these exploratory simulation tools in digital twins [343]
of infrastructure at regional or national level capitalize on real-time
monitored data, providing early warning capabilities [331].

Another issue is the resources and capacity gap, especially among
smaller or less mature CI operators, in order to conform with regulations
and guidelines and strengthen their systems’ resilience. For example,
small water utilities or regional hospitals may lack specialized cyber-
security staff or the funds to implement advanced resilience measures.
Solving this problem will require the formation of national institutions
responsible for overseeing the required processes and providing the
necessary funds and expert personnel. On a similar note, global threats
like climate change and transnational cybercrime, can only be effec-
tively addressed by international co-operation, and formal treaties,
which due to geopolitical shifts will remain challenging.

Besides the aforementioned technological and economic gaps, there
are the knowledge and awareness gaps that should be addressed to
enhance community resilience. A continuous trusted learning process is
essential for both the CI organizations and the communities served
[344]. This encompasses a) the systematic and open dissemination of
hazard and contingency planning information by CI organizations (e.g.,
by using standardized databases and ensuring accurate and timely
reporting of CI disruptions [345]), and b) structured CI and community
training in emergency management and preparedness. Knowledge
sharing becomes very important in awareness, as studies have shown
that CI operators are more aware for their dependencies than those they
generate [346]. Institutionalized and real-time public-private intelli-
gence sharing should shorten detection timelines of threats and prevent
cascading failures [347]. These efforts also aid in shortening the
participation gap, as it involves all the relevant stakeholders [344,345] in
the process of understanding risks and uncertainties, supported by
learning and clarifying shared responsibilities.

As a final point, these gaps should be promptly considered under a
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national security, defence and preparedness lens for the possibility of
future conflicts as the geopolitical environment is increasingly volatile.
Both past and recent wars demonstrate that CIs are the prime attack
targets to degrade the ability of a state to sustain key military activities,
because the civil-military cooperation is the critical link between pre-
paredness ambitions and operational delivery [348]. The Ukrainian
conflict exemplifies the compounding effect of multiple threat vectors to
civil CIs used as a strategic instrument, like the cyber attacks along with
physical attacks to the power grid to incapacitate it [349], and the
destruction of the Kakhlova Dam amidst a period when it had reached a
30-year high water level [350]; the same conflict also demonstrates how
to achieve resilience in the power grid by closing the gaps, i.e. through
hybrid architectures with manual analog redundancy along digitalized
control and monitoring systems, mandatory security protocols, an
inter-institutional dedicated incident response unit, scenario modelling
and stress-testing, and technological improvisations especially in
modernizing communications and decentralization of assets [347,349].

Thus, for CI resilience to move beyond a policy mandate in the
regulatory texts, a) an uncertainty-aware culture should be cultivated in
the CI sectors and the communities, fostered through governmental,
educational, training, and standardization institutions, and b) the
applied research domain should develop in conjunction methodologies,
tools, and procedures for CI resilience assessment and their in-
terdependencies. These are the most important aspects that should be
highlighted, communicated and guided from policy makers and inter-
governmental institutions.

7. Concluding remarks

The world changes rapidly, and the critical infrastructure that sus-
tains human society and welfare will inevitably face unprecedented
challenges. Policy and regulatory bodies call for strengthening systems’
resilience; however, the analysis shows that with the ever-increasing
body of literature in diverging fields, it is difficult to establish a com-
mon interpretation and quantification method. Nonetheless, as an
interdisciplinary term, through osmosis, evolution and exposure to
policy contexts, resilience thinking has encompassed a set of properties,
applicable to all phases of planning, development and operation of ClIs,
advocating for an environment of safety, security, and contingency
planning. CI sectors are in dire need of a shift to systems that are
uncertainty-aware, developed with inherent traits to avoid catastrophic
failures while still retaining a level of function. A research-practice-
society nexus that anticipates disruptions, models and stress-tests sys-
tems to identify weak points and limitations, learns from events, shares
knowledge and adapts to change, is imperative to practically incorpo-
rate resilience as an intrinsic characteristic of future CIs.
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